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Inferno Tech Talk Introduction
» Purpose: to provide regularly scheduled updates on the Inferno tool and its implementation of
the (g)(10) test procedure
= Typical agenda to include:
=  Announcements about upcoming releases
* Training on new features
= Highlight outstanding issues or known problems
=  QOpen discussion

= Monthly recurrence: 2" Wednesday at 1PM ET

Content reflects Inferno’s implementation of applicable Test Procedure
and does not necessarily reflect ONC policy.
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Today’s Agenda

» (9)(10) Standardized API Test Kit v3.8.1
= JS Core v6.1.0
= Discussions / Questions
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ONC (g)(10) Standardized API Test Kit v3.8.1

» Test Updates:

= Changes that may result in new failures: O

= |mprovements to provide implementation flexibility: O
= Other Updates: 2

This is a very minimal update; but local installers should periodically update to

ensure all dependencies are up-to-date
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Other Updates (1/2)

» Add presets for the US Core Test Suites so that they will be available for users
who run the tests locally (#456).

& C QO DO localhost/us_core_v311/21Memb4Eslb 9 ¥ & =

¥ US Core v3.1.1 voso .

Preset

None

Inferno Reference Server The US Core Test Kit tests systems for their conformance to the US Core
Implementation Guide.

None

HL7® FHIR® resources are validated with the Java validator using tx. fhir.org as
the terminology server. Users should note that the although the ONC Certification
3 AllergyIntolerance Tests (9)(10) Standardized API Test Suite includes tests from this suite, it uses a
different method to perform terminology validation. As a result, resource validation
results may not be consistent between the US Core Test Suite and the ONC
5 CareTeam Tests Certification (g)(10) Standardized API Test Suite.
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https://github.com/onc-healthit/onc-certification-g10-test-kit/pull/456

Other Updates (2/2)

» Updates test matrix generation capability to indicate which versions of standards
applies to each test in

ONC Certification (g)(10) Standardized APl 7 °©

Test Kit v3.8.1

The ONC Certification (g)(10) Standardized API Test Kit v3.8.1 includes security updates
to underlying dependencies and all users that are running an instance of this test kit locally
are encouraged to upgrade to this version as soon as possible. As a patch version release,
this update includes no changes which should cause systems that passed v3.8.0 tests to

fail.

This version includes the following update which should not affect test behavior:

o Add presets for the US Core Test Suites so that they will be available for users who run

the tests locally (#456).
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1: Standalone Patient App - Full Access

1.1: SMART on FHIR Discovery

1.1.01 FHIR server makes SMART configuration available from well-known

endpoint
Well-known configuration contains required fields
Conformance/CapabilityStatement provides OAuth 2.0 endpoints

OAuth 2.0 Endpoints in the conformance statement match those from the
well-known configuration

Well-known configuration declares support for required capabilities

e Updates test matrix generation capability to indicate which versions of standards

applies to each test in test matri

v Assets

@onc_certification_g10_matrix.x|sx
[D)source code (zip)

[N source code (tar.gz)

(©)

: SMART on FHIR Discovery
1.2.01 FHIR server makes SMART configuration available from well-known
endpoint

ct (#455).

Well-known configuration contains required fields

Well-known configuration declares support for required capabilities

124 KB 16 hours ago

: Standalone Launch With Patient Scope

16 hours ago 1.3.01 OAuth 2.0 authorize endpoint secured by transport layer security

16 hours ago
1.3.02 OAuth server redirects client browser to app redirect URI
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Inferno Test Description

The authorization endpoints accepted by a FHIR resource server can
be exposed as a Well-Known Uniform Resource Identifier

The JSON from .well-known/smart-configuration contains the following
required fields: *authorization_endpoint", "token_endpoint ",
*capabilities’

If a server requires SMART on FHIR authorization for access, its
metadata must support automated discovery of OAuth2 endpoints.

The server SHALL convey the FHIR OAuth authorization endpoints that are
liste
in the table below to app developers. The server SHALL use both a FHIR
CapabilityStatement and A Well-Known Uris JSON file.
A SMART on FHIR server SHALL convey its capabilities to app developers
by listing the SMART core capabilities supported by their

fon within the Well-k iguration file. This test
ensures that the capabilities required by this scenario are properly
documented in the Well-known file.

The authorization endpoints accepted by a FHIR resource server can
be exposed as a Well-Known Uniform Resource Identifier

The JSON from .well-known/smart-configuration contains the following
required fields: *authorization_endpoint", "token_endpoint ",
capabilities®, " grant_types_supported",
*code_challenge_methods_supported".
If the " sso-openid-connect” capability is supported, then “issuer and
“jwks_uri® must be
A SMART on FHIR server SHALL convey its capabilities to app developers
by listing the SMART core capabilities supported by their

within the Well-k file. This test
ensures that the capabilities required by this scenario are properly
documented in the Well-known file.

Apps MUST assure that sensitive information (authentication secrets,
authorization codes, tokens) is transmitted ONLY to authenticated
servers, over TLS-secured channels.

Client browser redirected from OAuth server to redirect URI of client
app as described in SMART authorization sequence.
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https://github.com/onc-healthit/onc-certification-g10-test-kit/releases/download/v3.8.1/onc_certification_g10_matrix.xlsx
https://github.com/onc-healthit/onc-certification-g10-test-kit/pull/455

US Core v6.1.0

« US Core v6.1.0 test suite is currently available
* https://inferno.healthit.gov/suites/us core v610
* Or download the US Core Test Kit to run the tests locally

e https://qgithub.com/inferno-framework/us-core-test-kit/releases/tag/v0.6.0

* These tests are expected to be very similar to Single Patient API tests in
future (g)(10) Test Kit release

 Begun integration into (g)(10) Test Kit
* Interest has been shown in the availability of this test kit by the community

* December at latest; but likely much earlier
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https://inferno.healthit.gov/suites/us_core_v610
https://github.com/inferno-framework/us-core-test-kit/releases/tag/v0.6.0

Open Discussion / Feedback
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Resources and Contact Information

= https://inferno.healthit.gov/

= (General materials & live demonstration server

= https://github.com/onc-healthit/onc-certification-g10-test-kit/

= ONC Certification tests repository, downloads, issues
= “Watch” repository to receive alerts (new releases, etc)
= Note: this repository is specific to ONC Certification testing

= https://groups.google.com/forum/#!forum/inferno-testing

= Announcements & community discussion
= inferno@groups.mitre.org (or rscanlon@mitre.org)
= Also, FHIR Zulip Chat: https://chat.fhir.org/#narrow/stream/179309-inferno
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https://inferno.healthit.gov/
https://github.com/onc-healthit/onc-certification-g10-test-kit/
https://groups.google.com/forum/
mailto:inferno@groups.mitre.org
mailto:rscanlon@mitre.org
https://chat.fhir.org/

Upcoming Meetings
* Next Inferno Tech Talk: Wednesday October 11 at 1 PM ET

» Please reach out with questions & issues
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NOTICE

This technical data was produced for the U. S. Government under Contract Number 75FCMC18D0047, and is subject
to Federal Acquisition Regulation Clause 52.227-14, Rights in Data-General.

No other use other than that granted to the U. S. Government, or to those acting on behalf of the U. S. Government
under that Clause 1s authorized without the express written permission of The MITRE Corporation.

For further information, please contact The MITRE Corporation, Contracts Management Office, 7515 Colshire Drive,
McLean, VA 22102-7539, (703) 983-6000.

© 2023 The MITRE Corporation.
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